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S.No | Domain

Sub-Domains

Weightage

1 Introduction to Disaster
Recovery and Business
Continuity

Overview of Disaster Recovery and Business
Continuity

Trends in Disaster Recovery and Business
Continuity

Understanding Best Practices in Disaster
Recovery and Business Continuity

Overview of Business Continuity Management
(BCM)

Understanding Best Practices and Standards of
BCM

9%

2 Risk Assessment

Overview of Risk and its Terminology
Understanding Risk Assessment Process
Understanding Best Practices and Standards in
Risk Management

7%

3 Business Impact Analysis
and Business Continuity
Plan

Overview of Cost Benefit Analysis (CBA) and
Business Impact Analysis (BIA)
Understanding Standards of BIA
Understanding How to Perform BIA
Overview of Business Continuity Plan (BCP)
Overview of Business Continuity Strategy
Design

12%

4 Data Backup Strategies

Overview of Data Backup

Understanding RAID Technology

Overview of SAN and NAS

Understanding Types of Data Backup
Understanding Cloud Data and Disaster
Recovery

Overview of Infrastructure Technologies
Understanding Data Protection Continuum and
Best Practices in Backup

17%

5 Data Recovery Strategies

Overview of Data Recovery

Understanding Data Recovery Process and Best
Practices

Understanding Virtualization-Based Disaster
Recovery

Understanding Best Practices and Standards in
Virtualization

37%
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Understanding System Recovery

Overview of Centralized and Decentralized
Computing

Overview of Centralized Backup, Data
Consolidation, and Survivable Storage Systems

6 Disaster Recovery Overview of Disaster Recovery Planning 10%
Planning Process Understanding Disaster Recovery Planning
Process and Methodology
7 BCP Testing, Overview of Business Continuity Plan Testing 8%

Maintenance, and

Maintaining and Auditing the Business

Training Continuity Plan
Overview of BCP Training Program
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