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AL Cj M Cj Total Total
Domain Subdomain Theory Practical Questions | Marks Weightage
Questions | Questions
. 1.1 Information Security
é‘elcgl;?trmat'on Threats and Vulnerabilities 2
Threats and _ _ 1 7 11 11%
reats an 1.2 Information Security
Attacks Attacks 4
2.1 Network Security
1
Fundamentals
2. Network
Security 2.2 ldentification, 1 3 7 7%
Authentication, and 1
Authorization
3.1 Network Security
Controls - Administrative 2
Controls
3.2 Network Security
Controls - Physical 2
3. Network Controls
i 0,
2%%1;3?2 3.3 Network Security 2 15 23 23%
Controls - Technical 6
Controls
3.4 Network Security
Assessment Techniques 3
and Tools
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4. Application | 4.1 Application Security
gt?cu(rjlty and . — 1 5 9 9%
oud 4.2 Virtualization and
Computing | cloud Computing
5.1 Wireless Network
_ Security
5. Wireless
Device 5.2 Mobile Device Security 1 7 11 11%
Security
5.3 10T and OT Security
6.1 Cryptography
o DA 1 6 10 10%
y 6.2 Data Security
7.1 Network
Troubleshooting
7. Network -
S 7.2 Network Traffic
Monitoring Monitoring 2 8 16 16%
and Analysis
7.3 Network Logs
Monitoring and Analysis
8.1 Incident Response
8. Incident 8.2 Computer Forensics
and Risk 8.3 Business Continuity 1 9 13 13%
Management | and Disaster Recovery
8.4 Risk Management
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